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ABSTRACT

The U.S. mlitary is currently in the process of undergoing a visionary

transformation of its forces using technol ogical advances with the goal
of

mai nt ai ni ng gl obal superiority into and beyond the 21° century. The
singl e nost inportant technol ogi cal advancenent that will transformthe
mlitary and allow it to attain full spectrum dom nance will be the
capability to effectively capture and integrate the vast anmount of

i nformation on individual networks into a Conmmon Operating Picture
(COoP) .

The mlitary's vision is to acconplish this with Network Centric Warfare
(NCW through the integration of informational grids. The mlitary,

t hough, continues to maintain its focus narromy on informati on obtai ned
by

mlitary sources only and is neglecting to include another significant
information source: civil relief agencies. |In order to achieve true
information superiority the information from thousands of civil relief
agencies needs to be integrated into the COP. Over the past decade the

US mlitary has been heavily involved with MIlitary Operations O her
Than

War (MOOTW which, by its nature, includes interaction wth nunerous
civil

relief agencies. Throughout all of these operations, the critical

i nportance of efficiently sharing informati on between the mlitary and

t hese agenci es has been proven over and over again. This is especially
true in MOOTW but as Operation Enduring Freedom has shown, it is also
inportant in war. Therefore, to neglect devel oping nmethods to integrate

the civil relief agencies' vital information into the COP could prove to
be



di sastrous.

| ntroducti on

The U S. mlitary is currently in the process of undergoing a
visionary transformation of its forces using technol ogi cal advances with
t he goal of mmintaining global superiority into and beyond the 21°
century. The guiding vision, described in Joint Vision 2020, states
t hat the overarching focus is “full spectrum dom nance achi eved through
t he i nterdependent application of dom nant nmaneuver, precision
engagenent, focused |ogistics, and full dinmensional protection.” It
goes on to say that the evolution of these elenents will be strongly

i nfluenced by the continued devel opnment and proliferation of information

technol ogies that will substantially change the conduct of mlitary
operations. “It is fromthese changes in the information environnment
that will nmake information superiority a key enabler of the

transformati on of the operational capabilities of the joint force.”

The single nost inportant technol ogi cal advancenent that wll
transformthe mlitary and allow it to attain full spectrum dom nance
will be the capability to effectively capture and integrate the vast
amount of information on individual networks into a Common Operating
Picture (COP). The mlitary's vision is to acconplish this wi th Network
Centric Warfare (NCW through the integration of three informationa
grids: sensor, engagement or shooter, and conmand and control.?

Al t hough the end state of where NCWw || lead the mlitary is still



under nuch debate, there is little question that the intrinsic val ue of

networking and a COP is crucial to the success of this transformation.

One concern, though, is that the military continues to maintain its focus narrowly on only those three grids, which
include only military sources and information; it is neglecting to include another sgnificant information source. In order
to achieve true information superiority the information from thousands of civil relief agencies needs to be integrated into
the COP. Over the past decade the U.S. military has been heavily involved with Military Operations Other Than War
(MOQOTW) which, by its nature, includes interaction with numerous civil relief agencies. Throughout al of these
operations, the critica importance of efficiently sharing information between the military and these agencies has been
proven over and over again. Thisisespecidly truein MOOTW, but as Operation Enduring Freedom has shown, it is
aso important inwar. Therefore, not developing methods to integrate these vita information sources into the COP

could prove to be disastrous.

This paper will show that civil relief agencies possess critical
operational information that needs to be integrated into the mlitary’'s
network centric operations. It will first take a | ook at NCW then
di scuss the benefits obtained frominformation sharing with civil relief
agencies. Next it will examne Civil-Mlitary integration and sonme
efforts already taken to integrate the Civil MIlitary Operation Center
(CMOC) it into a network and then di scuss ways to overcone obstacles to
integration. Finally, it will close by drawi ng sone concl usions. For
t he purpose of this paper, civil relief agencies will include relief
agencies fromthe U S. Governnent, United Nations, International Red
Cross, and Non- Governmental Organizations and Private Vol unteer
Organi zati ons (NGOs/ PVQs) .

Net work Centric Operations

The mlitary's efforts to integrate vast anounts of information
center on the concept of Network Centric Warfare (NCW. The general

concepts of NCWare typically |linked with advanced command and control,



i nformation technol ogy and superiority, and conputer networking through
the integration of three grids: sensor; engagenent or shooter; and
conmand and control or information. These grids gain their power by
integrating a nultitude of informational sources, called nodes, into a
single system which is then sorted and presented into a logically
organi zed and accurate display.? The significant point here is that
the nore information that is entered and integrated into the system the
nore conpl ete the COP becomes for the Joint Force Commander (JFC)

| deal |y this would provide opti num battl espace awareness, which would in
turn facilitate the Commander’s ability to make well inforned, tinme
critical decisions. This system does not only benefit the JFC, but it
is critical to all decision makers at every |evel of war including the
tactical, operational and strategic |levels. Every decision maker is

| ooking for a COP with the nost up to date, accurate information

avai lable in order efficiently utilize forces, determ ne where to
maneuver forces, support logistical requirements, etc. Although the
mlitary has to this point been focused on the strict warfighting
advant ages that Network Centric Warfare provides, NCWcan al so be
utilized for purposes other than war. “Wile it is true that our

coll ection systens are not currently designed for OOTW this does not
negate the prom se that NCW has for inproving upon our current
approaches to these kinds of operations. Thus, rather than saying that
NCWis not applicable to OOTW it would be nore accurate to say that we
could not hope to fully realize the prom se of NCWw t hout proper

attention to the collection and anal ysis of appropriate information.” 3



Bendfits of information sharing with civil rdief agencies

The U.S. mlitary’ s involvenment in MOOTW over the | ast decade has
ranged fromstrictly humanitarian relief operations to conplex mlitary
interventions. Throughout all of these evolutions, the need to
understand and optimze civil-mlitary interactions has proven to be an
i nportant aspect in operations which benefit both the mlitary and the
civilian relief agencies.

Civil relief agencies have significant anounts of information that
is useful to the Joint Force Commander (JFC). They can provide val uable
information to the mlitary about sanitation conditions, water supplies,
and linguistic resources, and can be extrenely know edgeabl e on cul tural
consi derations, that if not taken into account could have an adverse
effect on operations. They can also provide information that will give
the JFC insight on things |ike numbers and | ocati ons of refugees,
transportation and | ogistical requirenents and requests, |ocations of
civil relief agency personnel, and goals and mi ssions of each of the
relief organizations. Having this information will allow the JFC to
nore efficiently synchronize and prioritize efforts. It will also
facilitate an accurate assessnent of the situation, which in turn wll
decrease the decision process time and will ultimately solidify a unity
of effort between the military and the civil relief agencies.?’

Not only is the civil relief agencies’ information useful during an
operation, but it can also be crucial prior to any mlitary invol vement.
It is extrenely inportant to know what is going on in an area before
commtting mlitary forces. Since the civil relief agencies are often
in a country before the mlitary gets there, they will have al ready
coll ected and collated various useful data. Additionally, they have

begun nmaking beneficial contacts and established working rel ationships



with both the civilian popul ati on and anongst the other relief
agencies.® This is inportant because it may facilitate their field
agent’s access into areas that the mlitary may not have direct access
to enter in order to gather further information. By tapping into this
i nformati on before an operation, our planners would have access to
background research that has al ready been consoli dated and anal yzed
whi ch woul d speed up and i nprove our operational planning phase.

Lastly, civil relief agencies are collecting information on a
regul ar basis on various areas throughout the world which are
consol idated and integrated into various networks which can be accessed
t hrough the Internet (see appendix A). Joint Pub 3-08 states that “the
geogr aphi ¢ conbat ant commander and conbat ant command staff shoul d be
continuously engaged in interagency coordinati on and establi shing
wor ki ng rel ati onships with interagency players Iong before crisis action
planning is required.” The information collected on these websites
could be very valuable on a strategic level. If this information was
fully integrated into our network, it would make it easier to figure out
and keep track of problem areas, which in turn could allow us to
possi bly resolve their problens through diplomtic or econom ¢ channels
before the mlitary even needed to be invol ved.

The mlitary on the other hand can provide valuable information to
the civil relief agencies such as a description of the Commander’s
intent, location of unexploded ordnance, integrity of roads and bridges,
best |ocations for radio repeaters, etc.® Civil relief agencies
soneti mes have unrealistic expectations of what the mlitary can
provide;” but if they understand the Commander's intent, they will be
able to better determ ne how nuch the mlitary can be involved and to

what extent, which may ultimtely stop unrealistic expectations of the



mlitary fromthe start. Additionally, because the mlitary usually
provides, to sonme extent, security and |ift capability, the civil relief
agenci es could have access to the availability of mlitary security
assets and | ogistical novenent of resources which could help in their

pl anning efforts and ultimately may save |ives.

Civil-Mlitary integration

Joint Pub 3-57 describes the Civil Mlitary Operation Center (CMOC)
as “An ad hoc organi zation, normally established by the geographic
conbat ant conmander or subordinate joint force commander, to assist in
t he coordination of activities of engaged mlitary forces, and other
United States Governnment agenci es, nongovernnental organizations,
private voluntary organi zati ons, and regional and international
organi zations.” “CMOCs have been in existence for years to help
coordinate civil agency efforts to restore order after war, however they
have evol ved through the 90°'s to becone the focal point of mlitary
operations in humanitarian efforts.”?

A review of various operations the mlitary has been involved with
over the | ast decade shows that a conmon concern continues to persi st
t hr oughout each operation. The major problemis that neither the
mlitary or civil relief agencies possess the ability to efficiently
coll ect, analyze and dissem nate information required for such
operations.? The research also shows that the CMOC has progressed from
being just a neeting place into being an organi zati on whi ch incl udes
mlitary doctrine on howto efficiently enploy it, but it has never been
fully integrated into the mlitary' s networked system The CMOC is the

| ogi cal place to acconplish this integration because it is currently the



pl ace where the civil relief agencies and the mlitary already interact
and share informtion.
A real world attempt to bring the CMOC into a networked system

occurred in 1998 in Kosovo in which the first step in integrating
i nformation through conputers at a CMOC occurred. Geographic

I nformati on System (GI'S), a commercial software package that integrates
current information and nmaps and assists with information shari ng,
advance pl anni ng, operational cooperation and eval uati on of progress
t owards conpl enentary goals was used. This system was depl oyed as a
prototype where the O fice of Foreign Disaster Assistance (OFDA), U. S
Agency for International Devel opnent (USAID), and National |nagery and
Mappi ng Agency (NI MA) added information to update |ocations of
bui | di ngs, roads, place nanmes, etc. Additionally, The United Nations
Hi gh Comm ssi oner for Refugees (UNHCR) and the Kosovo Verification

M ssion (KVM used G S to report |and nmi nes, booby traps, checkpoints
and survey housing damage and | ocation of internally displaced persons.

NGOs, UNHCR and Kosovo Force (KFOR) used a command rapid vill age
assessnment formthat was used to gather information on danage
assessnment, all of which was |ater consolidated in the Humanitarian
Community Information Center (synonymous with the CMOC descri bed
earlier) whose information was shared by both military and civil relief
agenci es. *°

Al t hough the past attenpts at trying to integrate the CMOC have had

sonme success, it has only been a start; it is not nearly conprehensive
enough. Research into this integration continues today through the
United States Institute of Peace's (USIP) Virtual Diplomacy Initiative
at the USIP Civil Affairs Conferences. These conferences, conducted in

2000 and 2001, have involved personnel fromnulti-national mlitary



civil affairs units, officials fromthe U S. State Departnent and USAI D,
and staffs from UN humanitarian relief agencies and NGOs. During the
2001 conference, they determ ned that a common framework for sharing
informati on woul d be beneficial. One of the ways they proposed doing
this was by using an information-sharing center that collected

i nformation using geo-referencing which would indicate specific

| ocations where the data were collected, the date of collection, and the
identity of the source fromwhich the information was collected in order
to evaluate its credibility. The conference report states “a virtua

i nformation-sharing center would all ow users access to needed
information, regardless of tine and schedules. This enhances

i nformation sharing because it responds to the criticismthat the
traditional form of sharing information-coordination neetings — often

t akes precious tine and offers limted benefits.”*

Al t hough research continues to be conducted in this area, the
integration is still being | ooked at in a pieceneal fashion. What needs
to occur is that the CMOC, which is already consolidating nmuch of the
civil relief agencies’ information together, needs to be incorporated

directly into the NCWinformation grid.

Overcoming obstacles

Integrating civil relief agencies into network centric operations
presents many inherent problens that will need to be overcome in order
to efficiently use all of the available information. Two of these
areas, fromthe mlitary’'s perspective, are the validation and security
of information.® | naccurate informati on, which is not validated, can
have serious inplications for the mlitary, especially if decisions are
bei ng nade to use force to acconplish a particular mssion. For

exanmple, if inaccurate information was provided on the | ocation of



refugees, it could prove disastrous, both for humanitarian reasons and
politically, if the mlitary targeted an area where these refugees
l'ived, causing large casualties. |Incorporating inaccurate information
is an unacceptable risk that needs to be either mtigated to acceptable
risk levels or conpletely resolved. |In the area of securing classified
information, the mlitary has a variety of things that can not be
di sclosed to many of the civil relief agencies. This can include
intelligence collection sources, sensitive troop novenents, weapons
capabilities, etc. Because the information derived fromthese sources
can be extrenely valuable to the civil relief agencies involved, a
nmet hod needs to be devel oped that can sanitize information, allowing it
to be distributed without worry of conprom sing classified information.
Wth today’s technol ogi cal advances, these obstacles can be
overconme or at least mtigated to an acceptable risk. The technol ogy
currently exists to sort vast amounts of infornmation based upon given
output filtering paraneters and access firewalls that can be determ ned
in advance by the mlitary but at the sane tine, allow the vital
information that needs to be accessed through. The system being used
can al so be programmed to have different access levels in order to all ow
the JFC flexibility in determ ning what degree of access each civil
relief agency will be assigned.® What |evel each will be assigned is
sonet hing that should be discussed prior to the start of the operation
if possible, so that each user will understand what type of information
they can expect to receive. This is not to say that the | evel can not
be upgraded, or downgraded during operation, but it gives all involved a
starting point for planning purposes. To mtigate the concern of
information validation, it is possible to set up access protocols to the

systemthat allows only agreed upon sources to enter information. It



may al so be possible to assign a credibility rating to inputted
information based on a variety of factors including the source’ s past
credibility history, collaborating information, tinme of event, etc. so
t hat when personnel are trying to determ ne whether or not to use the
information it can be rated as far as validity on sone predeterm ned
scal e.

On the opposite side of the spectrum sone civil relief agencies,
especially NGOs, do not want to be perceived as being intelligence
sources to the mlitary. |If passing information to the mlitary
pronotes a perception of being biased towards one particular side, their
reputation for inpartiality and neutrality may cone into question which
may cause their access to be blocked into certain areas that are
controlled by combatant forces. This is a concern because the | oss
of access can deny help to people that may desperately need their
services. This is not sonething that technol ogy can directly overcone,
but the advantages that will be gained by these sources having access to
the merged informati on may outwei gh their concern. Another possibility
is that the information my be able to be inputted via a third inpartial
party, which would screen the identity of the real source.™ 1In the
l ong run though, the mlitary may just have to accept the fact that sone
information nmay not be able to be incorporated into the network.

Probably one of the nore ingrained obstacles that needs to be
overcone is the mlitary's and civil relief agencies’ inherent distrust
of each other.™ This is also sonething technol ogy can not easily
solve. The only way to overcone this obstacle is through continued
col | aboration and training anongst the mlitary and the various civil
relief agencies. Additionally, if an honest attenpt is nade to jointly

devel op an integrated systemit could prove the advantages and the power



of the network which in turn would foster better cooperation and trust.

Integration will, in addition, illustrate the limts of informtion
sharing, such that they are detailed prior to relief operations so that
fal se expectations do not devel op.

Anot her conplicating factor is the sheer nunber of civil relief
agenci es that can be involved in humanitarian relief. Many of these
agenci es and organi zati ons can be very specialized in the services they
provi de, and because every humanitarian operation is conplex it can
bring a multitude of different civilian players. |In order to understand
how to integrate the civil relief agencies into the mlitary network, a
| ook needs to be taken at the key civil relief agency players invol ved.

In order the get a handle on the types of civil relief agencies, it my
be useful for the JFC to think of these agencies into four distinct
groups: U.S. governnment, United Nations, International Red Cross, and
Non- Gover nnent al Organi zati ons and Private Vol unteer Organizations
(NGO PVO). The first three have a long history and practice of working
with the mlitary and usually are very cooperative, but the NGOs/PVOs
may or may not have nmuch experience when dealing with the mlitary and
may di splay varying degrees of cooperation. One of the npst inportant
things for the mlitary to do is obtain a conprehensive understandi ng of

all the civil relief agencies in order to facilitate collaboration.?
The list below is not exhaustive, but tries to cover sone of the nore
prom nent players.'®

A. U S. Gover nment

- U.S. Agency for International Devel opnent (USAID) is a
civilian departnment of the U. S. government that works to support |ong-
term and equitable econom ¢ growth and advancing U S. foreign policy

obj ectives by supporting econom c growth, agriculture and trade, gl obal



heal th and denocracy and conflict prevention and humanitarian

assi stance. Through its O fice of Foreign Disaster Assistance (OFDA),
it provides energency relief and humanitarian assistance. OFDA sends
out Di saster Assistance Response Teans (DART) to crisis areas. These
teans are experienced and well known to the Non- Gover nnent al

Organi zations (NGO) community and conme well organized with their own
gl obal communi cati ons.

B. Uni ted Nati ons

- The United Nations has numerous agencies that participate in
humanitarian affairs. Some of the major players are the Ofice for the
Coordi nation of Humanitarian Affairs (OCHA), which works to coordinate
t he di saster and humanitarian relief efforts of the international
conmmunity; the United Nations Hi gh Comm ssioner for Refugees (UNHCR)
whi ch wor ks on behalf of refugees to provide protection and assi stance;
Worl d Food Programme (WFP), which is the world's | argest provider of
food aid; Wrld Health Organi zation (VWHO), which gives guidance on
health matters; Food and Agricultural Organization (FAO, which hel ps
pronote agricultural devel opnent; United Nations Children’ s Fund
(UNI CEF), which pronotes children’s rights and well being; and United
Nati ons Devel opnment Program (UNDP), which programs for sustainable
devel opnent and technical assistance.

C. International Red Cross

- The many organi zations that nmake up the Red Cross and Red
Crescent Movenent are private organi zati ons i ndependent of al
i nternational organizations and governnents, yet it has official status
t hrough treaty, agreenent, and usage. This includes the International
Committee of the Red Cross (ICRC). The ICRC is separate fromthe UN

agencies and the NGOs. It receives funding from many government al



agencies (U S. and non-U. S.) and has an international mandate to pronpote
conpliance with humanitarian |aw and help victims in conflict.

D. NGX PVO

- NGOs are voluntary non-profit associations independent of
governnment control whose goal is to pronmote human rights and provide
humani tari an assi stance to those in need. These organizations are often
religious, environnental, or nedical in nature. Conservatively there
are over 26,000 NGOs that operate iternationally. Private Vol unteer
Organi zations (PVO) are basically the sane as NGOs except that they are
normal |y based out of the United States. '

As shown above, the nunber of players and varying types of agencies
that can be involved in a conflict area can be vast. Because of this,
there will be large amounts of information that is being intentionally
and unintentionally collected by these agencies. Because different
agenci es are conducting different nmissions in diverse places, they have
vastly different types and quantities of information. It is particularly
chal l enging to the coordinating agencies to collect and utilize all the
information that is available in a tinely, coordinated manner. Wth
each agency having different agendas and goals this information m ght
not be shared with other agencies, not necessarily due to privacy
i ssues, but possibly due to being unaware that the information is needed
el sewhere. Additionally, they may not possess the neans to transmt the
information to the areas and agencies that may need it. W thout nerging
this data sonehow, there lies a distinct possibility that there will be
a redundancy of efforts, inefficient tasking of resources, and wasted
time. Provided the resources, the U S. mlitary would be ideal in
assi gni ng conmuni cations assets and coordi nating the interagency efforts

for information flow to the CMOC. %°



Concl usi ons

In conclusion, the mlitary is going through a conprehensive
transformation of its forces. NCW whether one is a supporter or not,
is the way of the future and it will involve the networking of networks
to provide a COP. If history holds true, civil relief agencies will be
integrally involved in mlitary operations of the future.

In order to facilitate this transformation, the mlitary needs to
participate in relief agency information sharing conferences and
coordinate with agencies like the United States Institute of Peace’'s
Virtual Diplomacy Initiative. The parallel information and integration
strategies of the U S. mlitary and those of the humanitarian relief
net wor ks provi de an opportunity to devel op a commopn data base that can
be integrated economcally and easily into a usable system As the
mlitary moves forward with the devel opment of NCWit needs to work with
the civil relief agencies in order to create a systemthat is conpatible
to both. 1In the event that a CMOC node is established, it can be easily
integrated so that the commander can capitalize on the information
already collected by the agencies in country, as well as facilitate an
information sharing atnosphere that makes valuable mlitary coll ected
information available to the civil relief agencies. This systemw ||
need to have the capability to allowthe mlitary to filter or screen
sensitive data into a formthat can be releasable to civilians in
addition to a nethodol ogy established to assign validation values to
information entered into the grid by authorized users. The COP needs to
be presented to the authorized users in formats appropriate for the
user’'s security level and needs.

There have historically been interoperability problens with the

mlitary working with humani tari an agencies; there has also historically



been a problemwith mlitary services working in a joint environnment.
After dealing with parochialism comunication and interoperability
problens, the mlitary is seeing that each service can no | onger go it
al one. The civil relief agencies and mlitary are well discovering that
wor ki ng together has al so becone essential. The effectiveness and

efficiency of the mlitary machine and the humanitarian relief agencies
are

seriously degraded when operating in an informational vacuum As

i nformation technol ogy continues to inprove and advance, the natural
state

of progression, a progression already noving forward, will be to
collectively integrate all sources of information into tinely accurate
representations that will save lives. Political agendas cannot be

furthered by war without attending to the inevitable human tragedies,
but

| everagi ng technol ogy may hopefully | essen them
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APPENDIX A

ClVIL RELI EF AGENCY WEBSI TES: #

-InterAction-Anerican Council for Voluntary International Action
(http://wwv. interaction.org). The goal of this coalition of over 150
NGO s is assisting in humanitarian efforts worldwi de. Included in this
website are are listings for situation reports that provide country-
specific lists of NGOs and their activities in crisis area

-ReliefWeb (ww. reliefweb.org). This site is nmaintained by OCHA
and offers up to date information collected fromover 170 sources on
conpl ex emergenci es and natural disasters. It offers an on-line data
base of over 150,000 UN docunents, maps, policy studies and anal ysis and




financial contribution tables. OCHA also nmaintains the Integrated

Regi onal Information Networks (IRIN) (www.irinnews.org) which provides
an accurate picture of 46 sub-Saharan African countries and eight in
Central Asia. They provide articles, interviews and anal yses that span
in range frompolitical, economc, social, and environnmental to

humani tari an i ssues.

-U. S. Agency for International Devel opnment
(www. i nf 0. usai d. gov/ resources/). This page lists sites of those
agenci es and organi zations involved in humanitarian and devel opnent
activities around the world.

-U. N Hi gh Comm ssion for Refugees (www. unhcr.ch/). This website
contains briefing notes on refugee crises worldw de, country updates,
and speci al UNHCR newswi re services.

-Greater Horn Information Exchange (http://gaia.info.gov/HORN). This
Site features reports, fact sheets, field guides, activities summries
and anal yses of east/central African nations in crisis. Maps and
sitreps are available as well as disaster histories




